The high degree of flexibility built
into CyberCIEGE permits scenarios to
be created that illustrate virtually any
security topic in a range of environments,
generic and organization specific. The
future of CyberCIEGE as a training and
awareness tool is limited only by one’s
imagination. Future work might include
scenarios on topics such as configura-
tion and patch management, security in
wireless networks, and using public key
cryptography to support security objec-
tives. In addition, CyberCIEGE could be
extended into a multiplayer game.

CONFERENCES

In a multiplayer version, players
are assumed to be concerned about
coalition partners with whom they
might conduct cyber-based opera-
tions. To determine the qualifications
of other systems for interconnection
and ultimately the protection of
information assets, a player would
conduct various tests on these foreign
systems. The game would consist of a
scenario-specific number of rounds of
preparation and testing by all coalition
partners. As with existing single-player
scenarios, tests could be focused on a
particular IA issue, such as passwords or
firewall configuration, or could cover a
broad range of topics. B

About the Authors

Cynthia Irvine | is a professor in the Department of
Computer Science at the Naval Postgraduate School
in Monterey, California. She holds a BA in physics
from Rice University and a PhD in astronomy from
Case Western Reserve University, Cleveland, Ohio.
She is the Director of the Center for Information
Systems Security Studies and Research, a post she
has held from 1996. She served as the Director of the

DISA Partnership

Conference

his year’s Defense Information

Systems Agency (DISA) Partnership
Conference was held in Nashville, TN,
from April 30-May 3, 2007. Once again,
the conference was a tremendous success,
thanks to attendees’ participation and
support. This yearly conference offers
DISA an opportunity to focus its atten-
tion on customers. As always, attendees
discussed critical issues and requirements.

This year, Computing Services, Defense
Message System, Defense Spectrum
Organization, Information Assurance—
Peace Enforcement Operations (PEO)-IAN,
Joint Interoperability Test Command, and
others presented briefings.

This conference is key to DISA
because it involves networking and enables
relationships to be renewed and built on,
which are critical to the warfighter.
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Cebrowski Institute at the Naval Postgraduate School
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than 150 papers, reports, and articles. Her fields of
interest are inherently trustworthy systems, security
architectures, and security education.

Michael Thompson | is a research associate in
the Center for Information Systems Security Studies
and Research at the Naval Postgraduate School in
Monterey, California. He holds a BS in electrical
engineering from Marquette University. Mr.
Thompson has been responsible for the design and
development of major components of CyberCIEGE.
He has guided students in the design of scenarios
and tools for CyberCIEGE. His research interests are
security engineering and highly secure systems.

Any general conference inquiries
or feedback should be directed to
customerconference@disa.mil. =
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IATAC SPOTLIGHT ON RESEARCH

Dr. Xinyuan (Frank) Wang

by Ron Ritchey

his article continues our series of
profiling members of the IATAC
Subject Matter Expert (SME) program. The
SME profiled in this article is
Dr. Xinyuan (Frank) Wang. Since 2004,
Dr. Wang has been Assistant Professor
at the Department of Information and
Software Engineering at the George
Mason University Volgenau School of
Information Technology and Engineering
(IT&E). His primary research focuses on
network-based intrusion source tracing.
He also researches intrusion detection and
response, viruses and worms, information
hiding, and privacy and anonymity. [1]

to any packet flow on the Internet. By
basing the watermarking on timing,
his method has proven to work over
stepping stones, encryption, and even
anonymizing services.

Traditionally, researchers have
believed that Voice over Internet Protocol
(VoIP) traffic could not be tracked because
it could be encrypted, anonymized, or
mixed with other data flows. Dr. Wang
applied his watermarking techniques to a
popular proprietary peer-to-peer encrypted
VoIB, demonstrating that it is possible
to embed a unique watermark into VoIP
traffic, even if the content is unreadable. [2]

Based on his previous work in network-based
Intrusion source tracing, Dr. Wang has developed a
new watermarking technique that can be applied to

any packet flow on the Internet.

Dr. Wang received his PhD from
North Carolina State University in 2004.
Earlier, he worked in industry at several
companies, including Nortel and Cisco.
He believes that his experience in industry
has led him to pursue research projects
that have direct practical applications.

Based on his previous work in
network-based intrusion source tracing,
Dr. Wang has developed a new water-
marking technique that can be applied

Another of Dr. Wang’s projects
involves watermarking Internet traffic.
He has used watermarking techniques
to break anonymous communication
systems available on the Internet. One
example that he used was Anonymizer
[3], which provides one of the most
popular anonymizing services on the
Internet. These services offer secure web
proxies and other mechanisms to protect
the identities of web users from profiling.

Anonymizing services offer significant
challenges over VoIP systems: the traffic
flow is mixed, split, and merged, and
packets can be dropped. Using a different
watermarking technique, he success-
fully broke the strongest service that
Anonymizer offered in 10 minutes.
Dr. Wang presented his paper, “Network
Flow Watermarking Attack on Low-
Latency Anonymous Communication
Systems,” at the 2007 IEEE Symposium on
Security and Privacy (S&P 2007).

If you have a technical question for
Dr. Wang or other IATAC SMEs, please
contact iatac@dtic.mil. The IATAC staff
will assist you in reaching the SME best
suited to helping you solve the challenge
at hand. If you have any questions about
the SME program or are interested in
joining the SME database and providing
technical support to others in your
domains of expertise, please contact
iatac@dtic.mil, and the URL for the SME
application will be sent to you. B
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found at http://ise.gmu.edu/~xwangc

2. Dr. Wang’s paper on VolIP tracing is available at
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3. Information about Anonymizer is available at

http.//www.anonymizer.com
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IATAC SPOTLIGHT ON EDUCATION

Center for Secure

Information Systems (CSIS)

George Mason University

by Ron Ritchey

he Center for Secure Information

Systems (CSIS) within the George
Mason University Volgenau School of
Information Technology and Engineering
(IT&E) was established in 1990 as one
of the first academic centers focused on
security at a United States university.
CSIS provides a dedicated environment
to encourage development of expertise
in the theoretical and applied aspects of
information systems security. CSIS offers
a BS in Information Technology with a
concentration in Information Security
and Network Administration. The center
also offers several MS and PhD programs
in information security. [1]

CSIS, directed by Dr. Sushil Jajodia,
is one of the nation’s leading information
security research centers. Since 1992,
it has been recognized as one of the
original seven National Security Agency
(NSA) Centers of Academic Excellence
in Information Assurance Education. In
2001, CSIS was selected as a participant
in the Department of Defense (DoD) 1A
Scholarship Program.

With nine full-time research scien-
tists and more than 80 faculty within
IT&E across multiple departments, CSIS
researches a wide variety of topics [2]:

» Vulnerability assessment
and analysis
» Automated penetration testing
» Intrusion detection and prevention
» Auditing, audit log analysis, and
data mining

v

Flexible authorization
management system
Role-based access control
Trust management

Secure key management
Digital rights management
Secure information sharing
Critical infrastructure protection
High-assurance security
architectures

Steganography and digital
watermarking

Protection from malicious code
Ad hoc, wireless networks
Sensor networks.

VVVVYyVYVYY

v

vvYyy

Army Research Office
National Science Foundation
Disruptive Technology Office
Air Force Office of

Scientific Research.

vVVvvvyy

One project on which CSIS is now
involved is Topological Vulnerability
Analysis (TVA). CSIS has been
researching this technology for the
past 5 years. The technology models
all possible attacks through a network
based on the network’s configuration.
TVA simulates incremental network
penetration methods that hackers

CSIS provides a dedicated environment
to encourage development of expertise in
the theoretical and applied aspects of
Information systems security.

CSIS research projects are sponsored
by several government organizations,
including:

» NSA
» Homeland Security Advanced

Research Projects Agency
»  Air Force Research Laboratory
» Defense Advanced Research

Projects Agency
» National Institute of Standards

and Technology
» Federal Aviation Administration
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commonly use to build complete maps
of the potential attack paths a hacker
could use to compromise a network.
Using these models, it is easy to calcu-
late the effect of combined vulnerabili-
ties on overall security. CSIS is working
with industry to commercialize the TVA
technology and has applied for four
patents related to this work.

In March 2007, CSIS was
awarded $4.8 million from the DoD
Multidisciplinary University Research
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Initiative (MURI) competition for
Autonomic Recovery of Enterprise-

Wide Systems After Attack or Failure

with Forward Correction. Working with
Columbia University and Penn State,
CSIS’ Anup Ghosh is improving methods
for incident response. Based on the health
care model for computing systems, in
which failing systems are restored to
health while others provide their services,
this project will allow enterprise networks
to easily recover from attack. [3]

TIunderstand that IATAC is

putting out another State-of-

the-Art Report, this one on
software security assurance. Could you
tell me more about it?

The term “software assurance”
A (SwA or SA) has slightly varying
definitions for numerous
organizations. For example—

» For the Department of Homeland
Security (DHS), SWA encompasses
trustworthiness, predictable execu-
tion, and conformance.

»  For the National Institute of Standards
and Technology (NIST), SA is “the

&8

In April 2007, two professors and
a graduate student from CSIS patented
a method for fingerprinting and recog-
nizing images. Dr. Jajodia, Dr. Zoran
Duric, and Neil Johnson’s method
improve on current image identification
techniques (e.g., digital watermarking) by
generating fingerprints that can survive
image distortion and some tools designed
to remove watermarking, reducing the
effort necessary to detect illegal copies of
copyrighted information. [4] =

References
1. More information about the Center for Secure

Information Systems can be found at
http://csis.gmu.edu

2. More information about CSIS research projects can
be found at http://csis.gmu.edu/publication.htm/

3. More information about MURI is available at http.//
condor.gmu.edu/newsroom/display.phtm!?rid=594

4 More information about CSIS image recognition
patent is available at http://condor.gmu.edu/news-
room/display.phtm/?rid=600

Letter to the Editor

planned and systematic set of
activities that ensures that software
processes and products conform to
requirements, standards, and proce-
dures to help achieve trustworthiness
and predictable execution.”

» For the National Aeronautics and
Space Administration (NASA), SWA
is the planned and systematic set
of activities that ensures that
software processes and products
conform to requirements,
standards, and procedures.

»  For Department of Defense (DoD),
SwA relates to “the level of confi-
dence that software functions as

intended and is free of vulnerabili-
ties, either intentionally or uninten-
tionally designed or inserted as part
of the software.”

The objective of SWA via secure soft-
ware engineering is to report on the current
state-of-the-art in understanding SwA and
the methodologies, best practices, technol-
ogies, and tools that are in use or emerging
to help software developers specify, design,
implement, configure, update, and sustain
software. The IATAC Software Security
Assurance SOAR should be available in
mid-July. For more information about SwA,
please contact us at iatac@dtic.mil. =
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ASK THE EXPERT

Security Metrics

by Jack Phillips

Security is obvious and important to
government and commercial entities
alike, but impossible to measure.

hat statement was the sentiment at the

first two Information Security Forums
of the year that we held in Washington, DC,
and Dallas, TX. Measurement, metrics, and
accountability are currently popular among
commercial organizations because the
security profession is beginning to mature
and dollars spent on security are being
more heavily scrutinized.

Based on feedback from counterintel-
ligence support officers and computer
security officers (CISO/CSO) who gathered
in those two cities to compare notes, the
time has now come when computer secu-
rity is finally being compared against other
investments being made within informa-
tion technology (IT) and beyond, and an
increasing amount of accountability is
being sought from senior management
from IT security leaders. This environment
has led to considerable focus on reliable
metrics and measurements that can be
used to rationalize security spending.

Two questions arise among IT security
leaders on the topic:

»  Which are the most appropriate
metrics to keep track over time?

» What reliable sources may I turn to
to get a sense of where I stand
relative to my peer group?

I will review what we have been hearing
from the field on both important ques-

tions. The answer to the first question is
relatively straightforward; the second,
more complicated.

Most CISOs from the commercial
sector view two kinds of metrics as
important: tactical and strategic. Tactical
metrics are used for measuring the weekly,
monthly, and quarterly efficiency of a
security program at a tactical level. These
kinds of metrics include spam and viruses
blocked, number of incidents requiring a
given level of response, help desk calls, or
patching cycle time. Teams measure their
own internal efficiencies, and behaviors
use these metrics. [1] Commonly, teams
are measuring the absence rather than the
presence of events or activity. This action
often leads to the perverse conclusion by
management—if nothing is happening,
why do we need to be spending so much
on security?

Increasingly, security leaders are
developing strategic metrics based on
their unique knowledge of their busi-
ness. Strategic metrics are being tied into
large enterprise initiatives or priorities
such as increased sales, lower costs, or
operational efficiencies. Examples of
strategic metrics that have been shared
during discussions at our forums include
the number of customer wins made
possible as a result of stronger internal
and product security, costs savings expe-
rienced as a result of tighter and more
efficient security standards, and overall
lower liability insurance costs attributed
to a stronger security posture.
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The inherent value to the organiza-
tion of progress against strategic metrics
is obvious. The difficulty comes when IT
security teams attempt to answer senior
management’s question, How are we
doing against our peers? Time series data
measuring internal metrics are useful to
show progress over time. However, senior
management expects to know how its orga-
nization is performing relative to competi-
tors in their industry and across industries.

Currently, no definitive database of
tactical or security metrics exists that would
allow these kinds of comparisons. A few
industry Information Sharing Analysis
Centers (ISAC)2 have begun tracking secu-
rity metrics, but no entity has tried to pull
together metrics across industries.

If the security profession is to meet
credibility and accountability standards
applied to other functional areas (e.g.,
finance, sales, operations, IT), security
teams must be willing to share their
historical data for inclusion in a database
that compares results across industries. For
now, IT security teams within the commer-
cial sector are using metrics increasingly to
indicate progress and tie their activities into
the larger business mission. =
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Calendar

August

Federal Information Security Conference
1-2 August

Colorado Springs, CO
http://www.fbcinc.com/fisc

SANS Redondo Beach 2007

18-24 August

Redondo Beach, CA
http.//www.sans.org/redondo07/
?portal=c202b64d350665e7592b29c43039968a

27th Annual International Cryptology
Conference (CRYPTO 2007)

19-23 August

Santa Barbara, CA
http;//www.iacr.org/
conferences/crypto2007/index.htm/

LandWarNet 2007

August 21-23

Ft. Lauderdale, FL
http;//events.jspargo.com/landwarnet07/Public/
Content.aspx?ID=910&sortMenu=105000&exp=3
%2f9%2f2007+9%3a24%3a30+AM <http;//events.
jspargo.com/landwarnet07/Public/Content.
aspx?1D=910&amp;sortMenu=105000&amp;
exp=3%2f9%22007+9%3a24%3a30+AM>

IATAL

Department of Homeland Security
(DHS) Security Conference

28-29 August

Baltimore, MD
http://www.fbcinc.com/event.
aspx?eventid=Q6UJIAOOEO6F

September

Network Security Conference

10-12 September

Redondo Beach, CA
http.//www.sans.org/redondo07/
?portal=c202b64d350665e7592b29c43039968a

New England Information Security Forum
September 17-18

Boston, MA
http.//www.ianetsec.com/forums/
splash.html?forum_id=34

C4ISR Symposium

17-20 September

Atlantic City, NJ
http.//www.acceleration07symposium.com

Information Assurance Technology Analysis Center

13200 Woodland Park Road, Suite 6031
Herndon, VA 20171

October

25th Annual Communications, Computers
Communications, Computers & Intelligence
Systems Technology (C4IST)

2-4 October

Ft. Huachuca, AZ
http;//www.afceac4ist.com

7th Annual Federal Information
Assurance Conference (FIAC)
23-24 Qctober

College Park, MD
http;//www.fbcinc.com/fiac/

Infotech 2007

23-25 October

Dayton, OH
http.//www.afcea-infotech.
org/pages/overview.html/

4th Annual Military Information

Assurance Summit

24-26 October

Washington, DC
http.//www.idga.org/cgi-bin/templates/genevent.
html?topic=329&event=13523& <http.//www.
idga.org/cgi-bin/templates/genevent.
html?topic=329&amp;,event=13523&amp,;>

MILCOM 2007

29-31 October

Orlando, FL
http.//www.milcom.org/index.asp
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