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Abstract
Comparing the system call sequence of a 

network application against a sandboxing 

policy is a popular approach to detecting 

a control-hijacking attack, in which the 

attacker exploits software vulnerabilities 

such as buffer overflow to take control of a 

victim’s application and possibly the 

underlying machine. The long-standing 

technical barrier to acceptance of the 

system call monitoring approach is deter-

mining how to derive accurate  

sandboxing policies for Windows applica-

tions whose source code is unavailable. In 

fact, many commercial computer security 

companies take advantage of this fact and 

fashion a business model in which their 

users must pay a subscription fee to 

receive periodic updates on the applica-

tion sandboxing policies, much like anti-

virus signatures. This article describes the 

design, implementation, and evaluation 

of a sandboxing system called BASS that 

can automatically extract a highly accu-

rate application-specific sandboxing 

policy from a Win32/X86 binary, and 

enforce the extracted policy at run time 

with low performance overhead. BASS is 

built on a binary interpretation and anal-

ysis infrastructure called BIRD, which can 

handle application binaries with dynami-

cally linked libraries, exception handlers, 

and multi-threading. BIRD has been 

shown to work correctly for a large 

number of commercially distributed 

Windows-based network applications, 

including IIS and Apache. The throughput 

and latency penalty of BASS for all of the 

applications we have tested except one is 

less than eight percent.

Introduction

One popular approach to host-based 

intrusion detection is to compare 

the run-time system call behavior of an 

application program with a predefined 

system call model, and declare an intru-

sion when a deviation between the two 

arises. This approach has been the 

linchpin of many research prototypes 

and commercial products under the 

names sandboxing, [20] behavioral 

blocking, [7] and restricted execution 

environment. [12] Although conceptu-

ally appealing, the technology has not 

been widely adopted in practice because 

the number of false positives—which 

disrupt legitimate applications—is still 

too high. Therefore, the main technical 

barrier of this system call-based  

sandboxing approach is determining 

how to automatically generate a system 

call model (or sandboxing policy) for 

arbitrary application programs that 

minimizes both the false positive rate 

and the false negative rate. This article 

describes the design, implementation, 

and evaluation of a system call-based 

sandboxing system called BASS that 

successfully removes this barrier for 

commercially distributed Win32 bina-

ries running on Intel X86 architecture.

BASS’s automated system call model 

extraction mechanism is an extension of 

PAID, [16] which analyzes an input 

program’s source code and outputs a 

system call graph specifying the ordering 

among the program’s system calls. BASS 

extends PAID in several important ways. 

First, BASS’s system call model records 

the “coordinate” of each system call site, 

which is defined by the sequence of 

function calls from the program’s main 

function to the function containing the 

system call site and the system call site 

itself. [2] Moreover, the run-time system 

call monitoring engine of BASS features a 

novel system call graph traversal algo-

rithm that can efficiently map out the 

trajectory from one system call site to the 

next based on their coordinates. Second, 

BASS checks system call arguments in 

addition to system call ordering and 

coordinates. Finally, BASS supports 

load-time random insertion of null 

system calls to thwart mimicry attacks 

(see the X section). As a result of these 

techniques, the false positive rate of BASS 

is zero; i.e., the intrusions PAID reports 

are guaranteed to be intrusions. In 

addition, the false negative rate of BASS 

with respect to control-hijacking attacks 

is very small; i.e., the probability of 

successful control-hijacking attacks is 

miniscule, as explained later in the Attack 

Analysis section.

Another major difference between 

BASS and PAID is BASS is able to derive a 

system call model for an arbitrary 

Accurate Application-
Specific Sandboxing for 
Win32/Intel Binaries
by Wei Li, Lap-chung Lam, and Tzi-cker Chiueh



IAnewsletter  Vol 10 No 4  Winter 2007 • http://iac.dtic.mil/iatac 25

Windows/X86 executable file and 

dynamically linked library (DLL). 

Because state-of-the-art disassemblers 

cannot distinguish between instructions 

and data in Windows/X86 binaries with 

100% accuracy, [21] it is not possible to 

statically uncover all instructions of a 

binary image, let alone its system call 

model. To solve this problem, BASS is 

built on a general binary analysis and 

instrumentation infrastructure called 

BIRD, [18] which is specifically designed 

to facilitate the development of software 

security systems by simplifying the 

analysis and instrumentation of  

Windows/X86 binaries. Given a binary 

program, BIRD statically disassembles 

the program to uncover as many instruc-

tions as possible, rewrites it to allow 

run-time interception at all indirect 

jumps and calls, and dynamically 

disassembles those binary areas that 

cannot be disassembled statically.

The Windows operating environ-

ment introduces several additional 

issues that do not exist in PAID, which 

was designed for the Linux platform. 

First, Windows binaries are more 

difficult to disassemble than Linux 

binaries because the former tend to 

contain more handcrafted assembly 

instruction sequences that violate 

standard programming conventions, 

such as jumping from one function into 

the middle of another function. Second, 

because the procedural call convention 

is not followed strictly, deriving the 

coordinate of a system call site is 

non-trivial because it is not always 

possible to accurately infer the locations 

of the return addresses currently on the 

stack. Third, Windows applications use 

DLLs extensively, and common DLLs—

such as Kernel32.DLL, User32.DLL, and 

NTDLL.DLL—are enormous. Therefore, 

it is essential to share the system call 

graphs for these DLLs across applica-

tions, as well as their code. BASS suc-

cessfully solves these three problems 

and demonstrates for the first time that it 

is not only feasible but also efficient to 

sandbox Windows binaries with an 

automatically generated system call 

model that produces zero false positive 

and almost zero false negatives. As a 

result, we believe BASS makes a powerful 

building block for guarding enterprises 

against all Internet worms that use 

control-hijacking attacks, such as buffer 

overflow attacks.

Application-Specific Sandboxing

Abstract Model
By preventing applications from issuing 

system calls in ways not specified in their 

system call model, one could effectively 

stop all control-hijacking attacks. One way 

to derive a network application’s system 

call model automatically is to extract its 

system call graph from its control flow 

graph (CFG) by abstracting away every-

thing except the function call and system 

call nodes. A system call graph is a non-

deterministic finite state automaton 

(NDFSA) model, due to if-then-else state-

ments and functions with multiple call 

sites. The more impossible paths a system 

call model has, the more leeway is avail-

able to mimicry attacks, [27] which issue 

system calls exactly in the same order as 

specified in the system call graph before 

reaching the system call that can damage 

the victim system (e.g., exec()). To reduce 

the amount of non-determinism in a 

system call graph, BASS uses a Call Site 

Flow Graph (CSFG), which captures both 

the ordering among system call sites and 

their exact locations. More specifically, a 

system call site’s coordinate is uniquely 

identified by the sequence of return 

BASS’s automated system call model extraction mechanism is an extension 
of PAID [16], which analyzes an input program’s source code and outputs a 

system call graph specifying the ordering among the program’s system calls. 
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addresses on the user stack when it is 

made and the return address of the system 

call’s corresponding trap instruction.

In CSFG, a call node and a return 

node represent each function call, and 

each call node or return node is labeled 

with its return address. The manner in 

which BASS uniquely identifies each 

system call site removes the non-deter-

minism caused by functions with 

multiple call sites. Despite the assign-

ment of a unique coordinate to each 

system call site, CSFG is still an NDFSA, 

as illustrated by the functions foo6 and 

foo7 in Figure 1. Because of the if state-

ment, foo6 and foo7 do not always make a 

system call. A function that may not 

always lead to any system call is referred 

to as a “may” function. Because of may 

functions, BASS cannot use a DFSA 

traversal algorithm to traverse the CSFG.

Because the edges between per-

function CSFGs are uniquely labeled by 

their return addresses, transitions 

between these CSFGs is always deter-

ministic. Consequently, the CSFG 

traversal algorithm is a combination of 

DFSA traversal, which is for inter-func-

tion traversal, and depth-first traversal, 

which is for intra-function traversal. The 

example in Figure 1 illustrates the basic 

concepts of this algorithm. (For a 

complete description of the CSFG 

traversal algorithm, see [15].) Assume 

the current system call is sys1, which is 

legitimate, and the current CSFG cursor 

points to sys1_r7_t1. When a new system 

call sys2 is called from the function 

r9_t2, if the CSFG traversal algorithm 

can successfully identify a path from the 

node sys1 r7_t1 to the node sys2_r9_t2 

that does not contain any other system 

calls, sys2 is considered legitimate and 

allowed to proceed.

When a new system call comes in, 

BASS first extracts the return address 

chain from the user stack. For example, 

when sys2 is called, the return address 

chain is {r1, r4, r6, r9, t2}. The last two 

return addresses, r9 and t2, are not used 

for graph traversal because they are used 

to identify the corresponding system call 

site. Therefore, the CSFG traversal 

algorithm uses only {r1, r4, r6} as its new 

stack. The new stack of the last system 

call (sys1 in this case), is called the saved 

stack, and is {r1, r2, r5}.

The CSFG traversal algorithm first 

computes the prefix of the saved stack 

and the new stack, which is {r1}. Because 

the saved stack is longer than the prefix, 

the application must have returned back 

to the function foo1 before making the 

system call sys2. Each time the algo-

rithm moves the cursor to a new func-

tion, it uses depth-first traversal to look 

for the exit node of the current function. 

This search is deterministic because 

every function has only one exit node 

and works correctly even when the CSFG 

contains may functions; e.g., the call r8 

node in foo4. The return address se-

quence after the prefix in the saved stack 

is {r2, r5}, based on which the algorithm 

performs the following operations to 

simulate function returns—

Find exit(foo4) using depth- 1.	

first traversal

Consume r5 using DFSA traversal, 2.	

and move the cursor to ret r5

Figure 1  For the system call sequence {sys1, sys2}, when sys2 is called, the saved stack is {{r1, r2, r5}, the new stack is {r1, r4, r6}, and the prefix is {r1}. The run-time verifier needs to 

simulate the function returns and function calls to determine whether there is a path from the saved stack to the new stack.
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Find exit(foo2) using depth- 3.	

first traversal

Consume r2 using DFSA traversal, 4.	

and move the cursor to ret r2.

After the above operations, the 

cursor is in the function foo1. Because 

the new stack is longer than the prefix, 

the application must have made some 

function calls before invoking the system 

call sys2. Therefore, the algorithm needs 

to simulate the call operations. Each time 

the cursor moves to a new function, the 

algorithm uses depth-first traversal to 

look for the call node that is labeled with 

the current stack symbol. This operation 

is deterministic because each call node is 

uniquely labeled by its return address. 

The return addresses after the prefix in 

the new stack are {r4, r6}, based on which 

the algorithm simulates the call opera-

tions using the following steps— 

1.	 Find the call node labeled by r4 using 

depth-first traversal, which is call_r4

2.	 Consume r4 using DFSA traversal, 

and move the cursor to the callee of 

call_r4, which is entry(foo3)

3.	 Find the call_r6 node using depth-

first traversal

4.	 Consume r6 using DFSA traversal, 

and move the cursor to entry(foo5). 

After completing the simulation of 

return and call operations, the 

CSFG algorithm uses depth-first 

traversal to reach the node sys2_r9_

r2, which means the system call in 

question, sys2, is indeed legitimate.

Because of indirect calls (i.e., 

function pointers), even if an applica-

tion’s source code is available, it is not 

always possible to construct a complete 

CSFG for that application. BASS solves 

this problem by inserting before every 

indirect call a notify system call, which 

informs the sandboxing engine of the 

actual target of the indirect call. The 

sandboxing engine uses this information 

to temporarily connect two potentially 

disconnected CSFG components and 

continue CSFG traversal. The disadvan-

tage of this approach is additional system 

call overhead for every indirect call.

System Implementation
Figure 2 shows the system architecture of 

BASS. The following subsections describe 

its various components in detail.

Most existing binary analysis and 

instrumentation tools are developed on 

Unix/Linux OS and/or RISC architecture 

because it is generally easier to statically 

disassemble and analyze binaries on 

these platforms. However, Win32 binaries 

on the X86 architecture are much less 

susceptible to static disassembly and 

analysis because of handcrafted assembly 

routines and intentional obfuscation. To 

address this problem, we developed a new 

binary analysis/instrumentation system 

called BIRD [18], which performs both 

static and dynamic disassembly to 

guarantee that every instruction in a 

binary file will be properly examined 

before it is executed.

Because the instructions that BIRD 

recovers from an executable binary are 

meant to be transformed, it is essential 

that BIRD’s disassembler be 100% 

accurate. In contrast, commercial 

disassemblers, such as IDA Pro, are 

designed for reverse engineering 

purposes, and therefore do not have to 

be as accurate as BIRD. To overcome the 

fundamental limitations of static 

disassemblers with respect to Win32 

binaries, BIRD adopts a hybrid architec-

ture that statically disassembles a binary 

Figure 2  The system architecture of BASS, which consists of a static component that statically disassembles a binary file into instructions and extracts their system call model; a 

dynamic component that at run time disassembles those portions of the binary file that cannot be disassembled statically and extracts their system call accordingly; and a  

sandboxing engine that compares an application’s dynamic system call patterns with its system call model.
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file as much as possible and defers the 

rest to dynamic disassembly at run time. 

Because most of the instructions in a 

binary file are disassembled statically, 

the performance overhead of dynamic 

disassembling is minimal. However, the 

flexibility of dynamic disassembly offers 

a simple and effective fallback mecha-

nism for cases where static disassem-

bling fails.

BIRD’s static disassembler starts 

with a recursive traversal pass from the 

input binary’s main entry point. Any 

instructions identified in this pass are 

guaranteed to be instructions. To 

improve the coverage of recursive 

traversal, BIRD applies data flow analysis 

to statically determine the target 

addresses of as many indirect jumps/

calls as possible, and converts them into 

their direct counterparts. In addition, it 

exploits various PE header information, 

such as export table, relocation table, 

etc., to identify places in a binary file that 

are known to be instructions. 

The portions of a binary file that 

have been successfully disassembled are 

called known regions, whereas the rest 

are called unknown regions. Because of 

recursive traversal, the only way for a 

program’s control to change from a 

known region to an unknown region is 

through an indirect control transfer 

instruction. Therefore, BIRD intercepts 

every indirect control transfer instruc-

tion at run time, and invokes the  

dynamic disassembler if it jumps to an 

unknown region. Run-time interception 

is through direct binary rewriting. This 

check-and-invoke logic forms the 

run-time engine of BIRD. The dynamic 

disassembler works similarly to the static 

one in that it also applies recursive 

traversal until the traversal encounters a 

known region or an indirect branch. 

BASS intercepts system calls the 

same way as tools such as RegMon and 

FileMon, [24] which are designed to 

monitor run-time behaviors of applica-

tion programs. Modern Windows OSs 

include a kernel executive, which 

provides core system services.  

All user-level API calls, such as those 

frequently used in KERNEL32.DLL, 

NTDLL.DLL, will eventually call these 

system services or Native APIs. The 

kernel executive dispatches native API 

calls through the system service dis-

patcher table (SSDT). By writing a kernel 

device driver, BASS can modify the 

function pointer entries in SSDT and 

intercept all system calls with additional 

functions. Consequently, each time a 

system call is invoked, BASS’s intercep-

tion function is called first, which 

performs the required sandboxing 

operation and decides whether to block 

the system call.

Performance Evaluation

Methodology
The current BASS prototype can success-

fully run on Windows 2K, including 

Windows 2K Advanced Server, and 

Windows XP, with or without SP1 or SP2. 

Because BIRD needs to instrument 

known regions of executables and DLLs, 

we temporarily disable the Windows File 

Protection feature to modify the system 

DLLs and IIS. To evaluate the perfor-

mance overhead of BASS, we measured 

the throughput and latency penalty of 

BASS with seven network server applica-

tions, which Table 1 briefly describes. 

Although BASS works on IE and 

Microsoft Office programs, we do not use 

them in the performance study because 

it is difficult to accurately measure the 

performance overhead for interactive 

applications that require user actions. 

We ran each of these applications under 

the following four configurations—

1.	 Native mode, in which applications 

are executed without interception 

or checking

2.	 BIRD mode, in which applications are 

executed with BIRD’s interception

3.	 BIRD/BASS mode, in which  

applications are executed with 

BIRD’s interception and BASS’s 

system call checking,

4.	 BIRD/BASS/Random mode, in 

which null system calls are 

randomly inserted into applications 

at load time and the resulting bina-

ries are executed with BIRD’s inter-

ception and BASS’s system call 

checking. For this study, we chose 38 

sensitive system calls to monitor 

that are related to file system and 

registry manipulation.

To test the performance of each 

server program, we used two client 

machines that continuously send 2,000 

requests to the test server applications. 

In addition, we modified the server 

machine’s kernel to record the creation 

and termination time of each process. 

The throughput of a network server 

application is calculated by dividing 

Application Test Case BIRD Shadow Stack CSFG Storage

Apache Fetch a 1Kbyte file 2.5% 178.7% 106.3%

BIND Query a name 2.5% 131.1% 270.0%

IIS W3 Service Fetch a file 3.47% 107.1% 238.1%

MTS Email Send a 1 Kbyte file 8.33% 108.34% 234.33%

Cerberus Ftpd Fetch a 1Kbyte file 4.17% 67.4% 161.0%

GuildFTPd Fetch a 1Kbyte file 4.24% 139.09% 120.5%

BFTelnetd Login and list files 6.25% 87.5% 207.8%

Table 1  The network server applications used in the performance evaluation study; the test case for each of them; 

and the increase in their binary size under BASS due to BIRD, maintenance of shadow stack, and storage of CSFG.
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2,000 by the time interval between 

creation of the first forked process and 

termination of the last forked process. 

The latency is calculated by taking the 

average of the response times for each of 

the 2,000 requests. The server machine 

used in this experiment is a Windows XP 

SP1 machine with Pentium4 2.8-GHz 

CPU and 256-MB memory. One client 

machine is a 300-MHz Pentium2 with 

128-MB memory and the other client is a 

1.1-GHz Pentium3 machine with 512-MB 

memory. Both of them run Redhat Linux 

7.2. The server and client machines are 

connected through a 100-Mbps Ethernet 

link. To test HTTP and FTP servers, the 

client machines continuously fetched a 

1-KB file from the server, and the two 

client programs were started simultane-

ously. In the case of the mail server, the 

clients retrieved a 1-KB mail from the 

server. A new request was sent only after 

the previous request was complete. To 

speed up the request sending process, 

client programs simply discarded the 

data returned from the server.

Performance Overhead
Table 2 shows the throughput penalty of 

the test applications under the BIRD 

mode, BIRD/BASS mode, and BIRD/

BASS/Random mode compared to the 

Native mode. For most applications 

except GuildFTPd, the majority of the 

throughput penalty comes from BASS, 

which accounts for a 1.8–6.4% drop in 

throughput, whereas BIRD accounts for 

a 0.9–3.1% throughput loss. The random-

ization component of BASS does not 

contribute much to throughput loss. 

With BIRD and BASS combined, the total 

throughput degradation remains within 

8%, which is a generally acceptable 

performance penalty. The overall 

throughput penalty of GuildFTPd is 

about 29%; 20% due to BIRD and 9% due 

to BASS. GuildFTPd incurs a high BIRD-

interception overhead because it uses 

heavily dispatching functions and small 

callback functions, which correspond to 

indirect calls. As a result, the check-and-

invoke logic in BIRD is triggered so 

frequently that eventually this logic 

accounts for a significant portion of 

GuildFTPd’s overall run time. 

The latency penalties for different 

applications running under different 

configurations are similar to their 

throughput penalties. Overall, the 

latency penalty is also bounded under 

8%, with the exception of GuildFTPd, 

whose latency penalty is more than 30%.

Conclusion
To the best of our knowledge, BASS is the 

first system call-based sandboxing 

system that can automatically sandbox 

arbitrary Windows binaries running on 

the Intel X86 architecture without any 

human inputs and with low perfor-

mance overhead, while achieving a zero 

low false positive rate and an almost 

zero false negative rate. Because BASS 

operates at the binary level, it is inde-

pendent of the source languages and the 

associated compilers/linkers, and thus is 

applicable to a wide range of applica-

tions. In addition, BASS offers users an 

effective way to protect themselves from 

potential bugs in third-party applica-

tions without support from the original 

application developers or from special 

computer security vendors. More 

concretely, this work makes the 

following contributions—

A highly accurate system call model ff

representation that checks system 

call ordering, system call coordi-

nates, and system call arguments, 

which together greatly minimize 

the window of vulnerability to 

mimicry attacks

A flexible and efficient Win32/X86 ff

binary interpretation system that 

has been shown to correctly inter-

pret a wide variety of Windows 

applications, including Microsoft 

Office suite and IIS, which  

state-of-the-art disassemblers fail to 

disassemble completely

One of the most—if not the most—ff

comprehensive system call pattern-

based host-based intrusion detection 

systems that could automatically 

and accurately sandbox applications 

that involve dynamically linked 

libraries, multi-threading, and 

exception handlers.  n

References
1.	 M. Abadi, M. Budiu, lfar Erlingsson, and J. Ligatti. 

Control-flow integrity. In Proceedings of the 12th 

ACM conference on computer and communica-

tions security, pages 340–353, Alexandria, VA, 

November 2005.

2.	 G. Ammons, T. Ball, and J. Larus. Exploiting hard-

ware performance counters with flow and context 

sensitive profiling. In Proceedings of 1997 ACM 

SIGPLAN Conf. on Programming Language Design 

and Implementation, 1997.

3.	 V. Bala, E. Duesterwald, and S. Banerjia. Dynamo: 

A transparent dynamic optimization system. ACM 

SIGPLAN Notices, 35(5):1–12, 2000.

Application BIRD BIRD+BASS BIRD+BASS+Random

Apache 99.9% 0.9% 94.2% 5.5% 94.0% 5.6%

BIND 97.8% 3.1% 92.3% 7.7% 91.9% 7.9%

IIS W3 Service 99.1% 1.1% 93.9% 6.3% 93.5% 6.8%

MTS Email 99.7% 1.4% 97.3% 3.2% 97.3% 3.2%

Cerberus Ftpd 99.2% 1.2% 93.0% 7.6% 93.0% 8.2%

GuildFTPd 79.9% 25.3% 73.3% 32.7% 71.3% 33.2%

BFTelnetd 99.9% 1.5% 97.4% 3.4% 96.9% 3.5%

Table 2  The normalized throughput (left column) and latency penalty (right column) of the BIRD mode, the BIRD/BASS 

mode, and the BIRD/BASS/Random mode when compared with the Native mode for the seven test applications.



30 IAnewsletter  Vol 10 No 4  Winter 2007 • http://iac.dtic.mil/iatac

4.	 D. Bruening, E. Duesterwald, and S. Amarasinghe. 

Design and implementation of a dynamic optimiza-

tion framework for windows. In 4th ACM 

Workshop on Feedback-Directed and Dynamic 

Optimization (FDDO-4), December 2000.

5.	 B. D. Bus, D. Kastner, D. Chanet, L. V. Put, and B. 

D. Sutter. Post-pass compaction techniques. 

Commun. ACM, 46(8):41–46, 2003.

6.	 S. Chen, J. Xu, E. C. Sezer, P. Gauriar, and R. Iyer. 

Non-control-data attacks are realistic threats. In 

Proceedings of 14th USENIX Security Symposium, 

August 2005.

7.	 A. Conry-Murray. Product focus: Behavior-blocking 

stops unknown malicious code. http://www.

networkmagazine.com/shared/article/showArticle.

jhtml?articleId%20=8703363&classroom= (2002).

8.	 H. H. Feng, J. T. Giffin, Y. Huang, S. Jha, W. Lee, 

and B. P. Miller. Formalizing sensitivity in static 

analysis for intrusion detection. In IEEE 

Symposium on Security and Privacy, page 194, 

Berkeley, CA, May 2004.

9.	 S. Forrest, S. A. Hofmeyr, A. Somayaji, and T. A. 

Longstaff. A sense of self for Unix processes. In 

Proceedings of the 1996 IEEE Symposium on 

Research in Security and Privacy, pages 120–128. 

IEEE Computer Society Press, 1996.

10.	 J. T. Giffin, S. Jha, and B. P. Miller. Detecting 

manipulated remote call streams. In Proceedings 

of the 11th USENIX Security Symposium, pages 

61–79. USENIX Association, 2002.

11.	 J. T. Giffin, S. Jha, and B. P. Miller. Efficient context-

sensitive intrusion detection. In Proceedings of the 

11th Annual Network and Distributed System 

Security Symposium, Feb. 2004.

12.	 I. Goldberg, D. Wagner, R. Thomas, and E. A. 

Brewer. A secure environment for untrusted helper 

applications. In Proceedings of the USENIX 

Security Symposium, July 1996.

13.	 V. Kiriansky, D. Bruening, and S. Amarasinghe. 

Secure execution via program shepherding. In 11th 

USENIX Security Symposium, 2002.

14.	 C. Kruegel, E. Kirda, D. Mutz, W. Robertson, and 

G. Vigna. Automating mimicry attacks using static 

binary analysis. In Proceedings of the USENIX 

Security Symposium, Baltimore, MD, August 2005.

15.	 L. C. Lam. Program transformation techniques for 

host-based intrusion prevention. Ph.D. disserta-

tion, Computer Science Department, Stony Brook 

University, December, 2005.

16.	 L. C. Lam and T. cker Chiueh. Automatic extraction 

of accurate application-specific sandboxing policy. 

In Seventh International Symposium on Recent 

Advances in Intrusion Detection, Sophia Antipolis, 

France, September 2004.

17.	 J. R. Larus and E. Schnarr. Eel: Machine-

independent executable editing. In Proceedings of 

the ACM SIGPLAN’95 Conference on Programming 

Language Design and Implementation, pages 

291–300, La Jolla, CA, June 1995.

18.	 S. Nanda, W. Li, L. chung Lam, and T. cker Chiueh. 

Bird: Binary interpretation using runtime disas-

sembly. In Proceedings of the 4th IEEE/ACM 

Conference on Code Generation and Optimization 

(CGO’06), March 2006.

19.	 M. Prasad and T. cker Chiueh. A binary rewriting 

defense against stack based overflow attacks. In 

Proceeding of the 2003 Usenix Annual Technical 

Conference, June 2003.

20.	 V. Prevelakis and D. Spinellis. Sandboxing  

applications. In Proceedings of the FREENIX Track: 

2001 USENIX Annual Technical Conference,  

pages 119–126, 2001.

21.	 T. Reps, G. Balakrishnan, J. Lim, and T. Teitelbaum. 

A next-generation platform for analyzing executa-

bles. In Proceedings of the 3rd Asian Symposium 

on Programming Languages and Systems, 

Tsukuba, Japan, Nov. 2005.

22.	 A. Srivastava, A. Edwards, and H. Vo. Vulcan: 

Binary Transformation in a Distributed 

Environment. Technical Report MSR-TR-2001-50, 

Microsoft Research, 2001.

23.	 A. Srivastava and D. W. Wall. A practical system 

for intermodule code optimization at link-time. 

Journal of Programming Languages, 1(1):1–18, 

December 1992.

24.	 SysInternals. http://www.sysinternals.com/ntw2k/

source/regmon.shtml

25.	 UPX. The ultimate packer for executables. 

http://upx.sourceforge.net.

26.	 D. Wagner and D. Dean. Intrusion detection via 

static analysis. In Proceedings of the IEEE 

Symposium on Security and Privacy,  

pages 156–168, 2001.

27.	 D. Wagner and P. Soto. Mimicry attacks on host-

based intrusion detection systems. In Proceedings 

of the 9th ACM conference on Computer and 

communications security, pages 255–264, 

Washington, DC, USA, 2002. ACM Press.

About the Authors

Wei Li | is currently a PhD candidate in the 
Department of Computer Science at the 
University of New York at Stony Brook. She has 
been working in the Experimental Computer 
Systems Lab with Professor Tzi-cker Chiueh. Her 
current research has focused on computer 
systems security, intrusion detection and 
prevention, program analysis and transformation. 
She may be reached at weili@cs.sunysb.edu

Lap-chung Lam | currently works for Rether 
Networks, Inc. as a chief engineer. His main 
research interests are system security, dynamic 
information flow control, OS level virtualization, 
and digital rights management. He holds a BA 
degree in computer science and mathematics 
from State University of New York at New 
Paltz. He received his MS and PhD degrees in 
computer science from Stony Brook University. 
He may be reached at lclam@rether.com

Dr. Tzi-cker Chiueh | is a Professor in the 
Computer Science Department of Stony Brook 
University, and the head of the Core Research 
group at Symantec Research Labs.

He received his BS in EE from National Taiwan 
University, MS in CS from Stanford University, 
and PhD in CS from University of California at 
Berkeley in 1984, 1988, and 1992, respectively. 
He received an NSF CAREER award in 1995, an 
IEEE Hot Interconnect Best Paper award from 
the 8th International Symposium on Systems 
and Information Security (SSI 2006), and a Best 
Paper award from the Third International 
Symposium on Information Assurance and 
Security (IAS 2007).

Dr. Chiueh has published over 160  
technical papers in refereed conferences  
and journals. His current research interest lies 
in wireless networking, computer security, 
and storage systems. He may be reached  
at chiueh@cs.sunysb.edu



IAnewsletter  Vol 10 No 4  Winter 2007 • http://iac.dtic.mil/iatac 31

Information assurance (IA) academic 

and educational centers matter to the 

Information Assurance Technology 

Analysis Center (IATAC). Since 2004, 

IATAC has been affiliated with the 

National Security Agency’s (NSA) IA 

outreach program, Centers of Academic 

Excellence in Information Assurance 

Education (CAEIAE).

The CAEIAE program was created in 

the spirit of President Clinton’s Decision 

Directive 63, The Clinton Administration’s 

Policy on Critical Infrastructure Protec-

tion. The Department of Homeland 

Security (DHS), in support of President 

Bush’s National Strategy to Secure 

Cyberspace (2003), is now a joint sponsor 

of the CAEIAE program. The joint 

program goal is to “reduce vulnerability 

in our national information infrastruc-

ture by promoting higher education in IA 

and producing a growing number of 

professionals with IA expertise in various 

disciplines.” The National Strategy to 

Secure Cyberspace refers to cyberspace as 

the nervous system of our nation’s critical 

infrastructures, and it indicates that the 

healthy functioning of cyberspace is 

essential to our economy and national 

security. Securing cyberspace presents a 

difficult strategic challenge, and IA 

education is a critical component in 

successfully meeting that challenge.

In June 2007, the CAEIAE held its 

annual Colloquium for Information 

Systems Security Education Conference in 

Boston, Massachusetts. During the 

conference, CAEIAE selected 86 centers 

across 34 states and the District of Colum-

bia for the 2007–2012 academic years. A 

recognized university or center is ac-

knowledged as having a certified curricu-

lum and meeting the NSA’s 10 IA criteria. 

In addition, each applicant receives a 

rigorous review demonstrating IA commit-

ment. NSA’s criteria are as follows—

Have state-of-the-art IA resourcesff

Ensure faculty is active in IA prac-ff

tices and research and contributes 

to literature

Have IA curriculum that  ff

reaches beyond the campus’s 

geographic borders

Have an academic program that ff

encourages research in the field

Encourage the best practices of IAff

Treat the program as a multidisci-ff

plinary science

Create partnerships in informa-ff

tion education

Have a focus area or area of  ff

study in IA

Have a full-time program facilityff

Declare a center for IA education  ff

or research.

IATAC Director Gene Tyler states, 

“We’ve established relationships with 

the NSA and recognized IA Centers of 

Academic Excellence (CAEIAE) which 

are providing valuable sources of 

scientific and technical information 

(STI). As an example we routinely 

coordinate with and highlight the 

CIACAE to recognize their STI and IA 

efforts. The results of this coordination 

are highlighted in our Research Update 

as well as the Academic and SME 

Spotlight sections of the IAnewsletter.”

In addition, for our website  

visitors, we have links to the CAEIAE 

universities and educational center on  

our Resources website. Most recently, we 

have spotlighted—

George Mason University’s Center ff

for Secure Information Systems

Center for Education and Research ff

in Information Assurance (CERIAS) 

at Purdue University 

University of California at Davis ff

Georgia State University’s ff

Department of Computer Information

Systems at Mack Robinson College ff

Johns Hopkins University’s ff

Information Technical Institute 

Mississippi State University’s Center ff

for Computer Security Research  

at Mississippi. 
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Founded in 1947, the University of 

Maryland University College (UMUC) 

offers a broad range of cutting-edge 

classes and has earned a global reputa-

tion for excellence. Headquartered in 

Adelphi, MD, UMUC has classroom loca-

tions in the Washington, DC, metropol-

itan area, Europe, and Asia and provides 

award-winning online classes to students 

worldwide. UMUC’s Security Studies 

Laboratory (SSL) supports the largest 

information assurance (IA) student body 

among the university’s named Centers of 

Academic Excellence in Information 

Assurance Education by the Department 

of Defense (DoD) and Department of 

Homeland Security (DHS).

Institutional Capabilities
The UMUC primarily serves adult, part-

time students through traditional face-

to-face and online instruction. UMUC 

offers IA-focused bachelor’s and master’s 

degrees and certificates through innova-

tive online and classroom-based 

programs using various delivery formats 

and scheduling options. At the doctoral 

level, UMUC offers a security specializa-

tion in the Doctor of Management 

program, and all doctoral students take 

a course in information security. With 

more than 150,000 online enrollments in 

academic year 2006–2007, UMUC is the 

nation’s largest online-enabled state 

university. UMUC’s stateside programs 

annually award more than 800 under-

graduate degrees in information 

technology (IT)—more than any other 

university in Maryland. In the past year, 

22 percent of those degrees were 

awarded to African-American students. 

(Note that UMUC is the state’s largest 

grantor of advanced technology degrees 

to African-Americans.) UMUC also 

awarded more than 300 master’s degrees 

in IT.

Students may take UMUC courses in 

classrooms at more than 25 locations in 

Maryland and the greater Washington 

metropolitan area or in classrooms on 

US military bases across Europe and Asia 

through longstanding partnerships with 

the armed forces. In 1949, UMUC began 

providing educational service to US 

military overseas and today is the 

leading education provider for the US 

military. In fiscal year 2006, UMUC 

enrolled more than 60,000 active duty 

military and their dependents through 

its overseas programs under contract 

with the US DoD. UMUC enrolled 

additional active duty military through 

its stateside online and onsite programs.

UMUC was designated a Center of 

Academic Excellence in Information 

Assurance Education in 2002, renewed in 

2005, and certified by the National 

Institute of Standards and Technology 

(NIST) for National Security Telecom-

munications and Information Systems 

Security Instruction (NSTISSI) 4011, 

4012, and 4013.

With its mature and robust online 

delivery and direct access to students, 

UMUC is uniquely qualified and has a 

superior capability to support the 

mission of the Information Assurance 

and Technical Analysis Center (IATAC). 

UMUC’s focus on developing very 

large-scale undergraduate and graduate 

programs offers an opportunity to 

broadly disseminate IA knowledge and 

skills directly with the IATAC commu-

nity. UMUC’s participation offers an 

opportunity for developing a large poten-

tial employee pool of qualified IA 

professionals at the entry level of their 

careers. Qualified students will receive 

specific skills and instruction with a 

strong emphasis upon applications, 

using laboratories employing state-of-

the-art and industry standard tools. 

Qualified students will be certified to 

NSTISSI standards and may also receive 

Clinger-Cohen certification. In addition, 

UMUC offers an opportunity for working  

adults within the DoD and other IATAC 

user agencies to pursue a graduate 

education online.

Information Assurance Program
UMUC has a large, robust IA program. 

The IA specialization in the graduate 

school provides a thorough knowledge 

base for managers and technology profes-

sionals concerned with the design, devel-

opment, implementation, operation, and 

management of secure information 

systems and with the protection of an 

University of Maryland 
University College Security 
Studies Laboratory
by Don Goff
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organization’s information assets. It 

provides students with a practical under-

standing of the principles of data protec-

tion, network security, and computer 

forensics. The program further introduces 

students to the ethical, legal, and policy 

issues associated with information secu-

rity. Laboratory exercises are included in 

some courses to enhance the learning 

experience. The Master of Science 

program in IT serves careers in entry, 

mid-, or upper-level positions, depending 

on the student’s prior level of experience.

UMUC is unique in offering an 

undergraduate major in IA. Undergradu-

ate students with a major in IA learn to 

identify the terms, functions, and  

interrelationships among the hardware, 

software, firmware, and other compo-

nents of an information system; demon-

strate a working knowledge of the 

principles and practices of information 

security; develop policies and proce-

dures to ensure reliability and accessibil-

ity of information systems and to prevent 

and defend against unauthorized access 

to systems, networks, and data; conduct 

risk and vulnerability assessments of 

planned and installed information 

systems to identify vulnerabilities, risks, 

and protection needs; develop systems 

security contingency plans and disaster 

recovery procedures; develop and 

maintain strategic IA plans; establish 

metrics to measure and evaluate systems 

performance and total cost of owner-

ship; and identify and address IT 

workforce planning and management 

issues such as recruitment, retention, 

and training.

The library contains full test  

databases in IA that are accessible online 

and second to none for their depth  

and completeness.

UMUC has committed substantial 

direct and in-kind resources to the devel-

opment and expansion of its online 

delivery generally and specifically to the 

IA program. UMUC has made every 

effort to ensure that the accompanying 

cost proposal is accurate, realistic,  

and detailed.

The substantial experience of the 

full-time and adjunct faculty provides 

students with substantial security 

awareness that goes beyond simple 

text-based learning. Supplementing 

theoretical knowledge with practical 

experience gives the students insights 

into the real-world problems of develop-

ing and implementing IA programs. 

Research conducted by faculty and 

students is focused on applications 

rather than empirical knowledge. 

Examples of approaches are case studies, 

best practice surveys, policy and regula-

tory analyses, and operations research. 

UMUC requires students to complete 

independent inquiry, usually in the form 

of a research paper, in many under-

graduate courses. In addition, UMUC is 

expanding its online laboratory capabil-

ity to allow students to manage and 

configure security applications over the 

Internet, with a primary focus on IA 

applications for databases, networks, 

and software engineering.

Security Studies Laboratory
To support these programs with hands-

on laboratory experiences, UMUC 

created the SSL in 2004. This lab 

provides a conduit for exchanging state-

of-the-art teaching and learning envi-

ronments with IA and  

security content. It supports curriculum 

development, information architecture, 

faculty training and development, and 

laboratory development and support at 

the undergraduate and graduate levels. 

It develops advanced teaching tools such 

as remote access laboratories, network 

test beds, and emerging technologies 

and methods of providing asynchronous 

online learning globally.

Among the SSL’s accomplishments 

are the creation of the first remote access 

network security labs. In courses in 

intrusion detection and forensics, 

students log on from anywhere in the 

world to use real equipment to solve 

network security problems. The lab, a 

“micro-network,” consists of a closed 

system of routers and switches with 

ancillary firewalls, sniffers, and intru-

sion detection devices. Students can 

solve problems ranging from developing 

a simple network access control list, to 

dealing with traffic management issues 

of bypass and rerouting to work around a 

compromised piece of equipment.
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In addition to the physical lab at 

Adelphi, Maryland, additional labs are 

nearing completion overseas. The first, 

in Heidelberg, Germany, supports 

teaching at US bases in Europe and 

“down range.” The second, in Yokota, 

Japan, supports students assigned to 

military duties in Japan, Korea, Okinawa, 

Thailand, and Guam. Plans call for 

integrating these three labs into the first 

global laboratory teaching environment.

To achieve scalability, the SSL has 

begun to develop a series of simulations 

and emulations that students can use to 

solve IA problems. The emulations 

provide highly realistic problems that can 

be practiced in a virtual environment and 

then checked in a physical environment.

To gain adequate faculty, the SSL 

created the first virtual, post-doctoral 

fellowships in IA. In this program, 

faculty members worldwide participate 

in an in-service learning experience 

from their own campuses. Upon comple-

tion of six courses, they gain a profes-

sional credential at the graduate level, 

their home institution gains a new 

qualification, and UMUC recruits them 

to teach online—a win-win-win solution 

for all.

Laboratory founder Don Goff stated, 

“The SSL provides a focus and the 

resources necessary to really move the 

ball in IA education.” Although he 

recently returned full time to private 

sector employment, Mr. Goff remains as 

an Advisory Member to the SSL. He adds, 

“UMUC President Susan Aldridge has 

made a commitment to the program and 

to the lab, and we’re looking forward to 

continued growth and development.”

In the interim while a search is 

conducted for a new Executive Director, 

Ms. Ouanessa Boubsil serves as Director. 

She has been at SSL from its beginning and 

has been a key player in making it work.  n
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Cyber Defenseff —Allows students to 

gain experience in actively 

defending against cyber attacks by 

dividing them into two teams

Forensicsff —Provides students an 

understanding of the processes used 

to preserve and investigate evidence 

associated with incident response.

Other laboratory topics include 

cryptography, firewalls, intrusion 

detection and prevention systems 

(IDPS), and wireless security.  n
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